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Energy East 1 How we
used ITIL to reduce security
provisioning from 5 days

to 5 minutes

Our two primary business drivers were
to improve customer satisfaction by
providing a one-stop shopping interface
for all Service Requests, and implement
roles based security templates to reduce
access-provisioning lead-time. Detalls
on methods, automation and results

will be presented.




itSMFis.
F .
NITING THE WORLD OF

u
..... VICE MANAGEMENT 0 8

Agenda

A Introduction

A What We Did

A Business Drivers

A Approach

A Service Requests

A Integration

A Role Based Security
A Benefits
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A Steven Harkola

Director of Support Services for EnergyEast - an electric and gas
utility holding company, operating in four states in the northeast.
Steven manages the IT Customer Service, Security, Budget Office
and Governance functions and provides hardware, software and
system access provisioning and support for approximately 6000

users.
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An Energy East Company as An EnergyE st Company
Service First!
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utility shared
The Company SEIVICes

Energy East Operating Companies

Annual Revenue 5.2B

Employees 6,600

Customers 2,921,000
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What We Did

A The ALight I T Upod proj
support two primary business drivers:

1. improve customer satisfaction by providing a
one stop shopping interface for all Service
Requests,

2. Implement roles based security templates to
reduce access provisioning lead time.
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Why We Did It

A Business Drivers

I Obsolete User interfaces

i Poor manual workflows - excessive lead time to achieve
management and data owner approvals

i Chronic security access request backlogs - lack of a
centrali zed user access nrol es
Intensive security request provisioning, lack of integration
with existing infrastructure and inability to support self
service.

I Customer dissatisfaction combined with frequent
expediting
I Audit deficiencies
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Why We Did It

A Factors

I Magnitude and complexity of legacy
environments post consolidation, 20,000 security
provisioning fnNnregquestso p
I Shift to the enterprise SAP platform

I Infrastructure upgrades including deployment of
Active Directory

I Sarbanes Oxley requirements
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A Over a 12 month period, the organization successfully managed to:
I Redesign existing processes and create proposed solution blueprints
i Train staff to ITIL Foundations level

I Source two new tool sets for Incident Management and ldentity
Management

i Integrate Incident Management, Identity Management and an existing
Asset Management system. Data sources included Active Directory,
SAP and PBX06s.

I Design and implement new role based templates supporting fully
automated, SOX compliant security access provisioning without
approvals

i Il mpl ement an integrated 6Smart For mo
Management, Request Fulfilment, Asset and Access Management via a
user friendly web interface that utilizes a shopping cart format.

i Train staff on the new processes/technology

i Design and implement new performance metrics

i Initiate cost savings over $ 368k plus per annum

i Reduce security provisioning for certain systems from 5 days to minutes
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Program Approach

Rapid Assessment, Blueprint, Plan Implementation

- Compare current processes + Develop a « Develop high + Develop detailed
with industry best practice common vision level plan plan for change
» Understand real business for the future » Identify benefits
need « Agree gaps and + Identify potential
« Identify gaps alignto USSIT risks and
» Understand the barriers to expectations challenges
change . » »

Make it ready

RAPID DIAGNOSIS

Prioritize & Plan

] [ L J

High level

Set Strategic Rapid Analysis High Level Plan for blueprint

Direction Blueprint Implementation & plan for
change

+ Reconfirm priorities + Set metrics,
+ Ensure benefits are measures
delivered and and targets
embedded through + Implement
measurement the program
+ Develop the next
wave of change
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