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Energy East ïHow we 

used ITIL to reduce security 

provisioning from 5 days 

to 5 minutes

Our two primary business drivers were 

to improve customer satisfaction by 

providing a one-stop shopping interface 

for all Service Requests, and implement 

roles based security templates to reduce 

access-provisioning lead-time. Details 

on methods, automation and results 

will be presented.
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Who We Are

ÅSteven Harkola
Director of Support Services for EnergyEast - an electric and gas 

utility holding company, operating in four states in the northeast. 

Steven manages the IT Customer Service, Security, Budget Office 

and Governance functions and provides hardware, software and 

system access provisioning and support for approximately 6000 

users. 



The Company



The Company

Category Energy East Operating Companies

Annual Revenue 5.2B

Employees 6,600

Customers 2,921,000



What We Did

Å The ñLight IT Upò project was structured to 

support two primary business drivers:  

1. improve customer satisfaction by providing a 

one stop shopping interface for all Service 

Requests, 

2. implement roles based security templates to 

reduce access provisioning lead time.  



Why We Did It

ÅBusiness Drivers
ïObsolete User interfaces

ïPoor manual workflows - excessive lead time to achieve 

management and data owner approvals 

ïChronic security access request backlogs - lack of a 

centralized user access ñrolesò repository, overly labor 

intensive security request provisioning, lack of integration 

with existing infrastructure and inability to support self 

service. 

ïCustomer dissatisfaction combined with frequent 

expediting

ïAudit deficiencies



Why We Did It

ÅFactors

ïMagnitude and complexity of legacy 

environments post consolidation, 20,000 security 

provisioning ñrequestsò processed annually 

ïShift to the enterprise SAP platform

ïInfrastructure upgrades including deployment of 

Active Directory

ïSarbanes Oxley requirements



Deliverables

Å Over a 12 month period, the organization successfully managed to:
ï Redesign existing processes and create proposed solution blueprints

ï Train staff to ITIL Foundations level

ï Source two new tool sets for Incident Management and Identity 
Management

ï Integrate Incident Management, Identity Management and an existing 
Asset Management system.  Data sources included Active Directory, 
SAP and PBXôs.

ï Design and implement new role based templates supporting fully 
automated, SOX compliant security access provisioning without 
approvals  

ï Implement an integrated óSmart Formô that delivered Incident 
Management, Request Fulfilment, Asset and Access Management via a 
user friendly web interface that utilizes a shopping cart format.

ï Train staff on the new processes/technology 

ï Design and implement new performance metrics 

ï Initiate cost savings over  $ 368k plus per annum

ï Reduce security provisioning for certain systems from 5 days to minutes



Program Approach
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