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ITIL process improvement design, solution recommendations and  implementation assistance 

provided by a n ECS consulting engagement will provide a clear , contractual  and measurable path 

that translates into the following benefits :  

 Lower Total Cost of Ownership  

 Improved service levels  

 Enhanced customer satisfaction  

 Shift from maintenance and status quo to a renewed focus on innovation  

 Higher perform ance IT personnel , responsive to the business  

 Improved system security, reliability, availability and performance with lower risk  

 

Our ITIL practice  focuses on IT Service Management, Asset Life Cycle Management and Security 

Management ï providing best practice IT hardware, software and services provisioning for the 

clients you serve .  

 

  
Why ITIL?  

The IT Infrastructure Library 

(ITIL)  is the de facto IT Service 

standards framework that 

focuses IT, Management and 

End Users on best practice 

delivery with less  cost over the 
long term.  It guides the 

management of people, 

processes and technology to 

provide high quality service  and 

help s your organization to 

create a proactive IT services 

environment that aligns IT 

services with business 

objectives.   

 

Approach  

The ECS consulting approach is 

collaborative:  

Step 1: Establish a Project 

Management Office  

Step 2: Conduct Rapid Value 

Impact Assessments  

Step 3: Develop Blueprint for 

Change  and Strategic Plan  

Step 4: Prioritize Requirements , 

Time Phase Deliverables and 

develop Project Plans with Cost, 

Schedule and Key Performance 

Indicators  

Step 5: Create RFP's  for 

required solutions and serve as 

the Prime Contractor for IT  

Step 6: Execute -  Establish 

Project Governance , Manage 

Contracts with Accountability  

Partners  

Regarding ITSM, ALM and RBSM 

solutions, ECS is vendor nuetral 

but we know who the players are 

and have worked with a number 

of different partners including 

Altiris, Microsoft, Dell, HP, EMC 

and Courion. Understanding the 

solutions from a hands on 

implement aion perspective 

separates ECS from many ITIL 

consulting companies selling 

theory     

 

Clients  

Bausch & Lomb  

EnergyEast  

Wegmans Food Markets  

Global Student Loan Corporation  

Brite Computers  

About ECS 

Based in Rochester New York, 

Enterprise Consulting Servic es 

provides IT SM, ALM and 

Security consulting using the 

ITIL framework. ECS serves as 

a prime contractor for CEO's, 

CFO's and CIO's with a charter 

to improve IT service s and 

reduce the total cost of their 

technology support 

infrastructure. We also consult 

with IT outsourcers to achieve 

ITIL certification, perform new 

contract due diligence, improve 

operations and exceed their 

SLA's.  For more information 

about how we can help your 

organization  achieve 

outstanding results , contact  

info@enterprisecsx.com  

 

Redefining IT Service and Support  

IT Service Management

(ITSM)

Level 1 ï Service 

Desk

Level 2 ï IMACôs 

& Break/Fix

Level 3 ï Application Rationalization, 

Imaging & Packaging

IT Asset Life Cycle 

Management

(ALM)

Procurement

Asset Management

License Management

Lease Management

IT Security 

Management

Roles Based 

Security 

Management 

(RBSM) and  

Provisioning

Information Technology (InSource and Outsource)

End Users -  Clients and Customers
Hardware Software Services
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IT Management is under increasing 

preasure to improve customer 

service while at the same time, 

reduce the total cost of ownership  of 

their end user hardware, software 

and services  env ironm ent. ECS 

provides a mult - level approach to 

address this challenge as part of an 

IT strategy to implement best 

practice . ECS focuses on solution 

consulting for everything that 

touches your end clients or 

cust omers . We convert ITIL theory 

into practice and tactically 

implement strategies that produce 

tangible benefits. Consulting 

services are based on the result of 

implementations at enterprise level 

companies. As such , ECS brings 

proven methodologies, template s, 

and best practice to the  

table ï eliminating  weeks of costly 

project start up and discovery effort.  

Our PMO approach drives clear 

consensus on strategy and 

operational improvement solutions, 

reinforced by clearly articulated due 

diligence and project deliverables.  

Vendor neutrality assures unbiased 

recommendations, tool selection and 

contract/SOW preparation.  Specific 

areas of consulting  expertise within 

IT Service Management, Asset Life 

Cycle Management and Security 

Management functions within IT are  

summarized in the following 

schematic  along with benefits that 

can be obtained through process 

improvement, tool implementation  

and outsourcing options.   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

IT Service Management , ALM and  Security  
Consulting using the ITIL  Framework  

IT Service 

Management

(ITSM)

IT Function

ECS Best Practice Desktop Domain Solutions

Benefits

Level 1 ï Service Desk

Incident/Request Mngt

Level 2 ï IMACôs & 

Break/Fix

Level 3 ï Application 

Rationalization, 

Imaging & Packaging

Self Service

Low Touch 

Centralized Support

Application Rationalization

Image Reduction

OS/Patch/Software Distribution

Virtualization

Reduce HW/SW Expense

Reduce Maintenance/FTEôs

Reduce Errors

IT Asset Life 

Cycle 

Management

(ALM)

Procurement

Asset Management

License Management

Lease Management

Discovery / CMDB

Inventory Management

Application Metering

Life Cycle Management

Disposal

Reduce HW/SW Expense

Improve Controls

/ Audit Response

Meet Regulatory Requirements

Internal

Best Practice

Outsourcing

Options

IT Security 

Management
Security Access 

Provisioning
Roles Based Security 

Management

Improve Customer Service

Reduce Lead Time

Reduce FTEôs

Reduce Access Creep

Improve Customer Service

Reduce FTEôs

Improve Customer Service

Reduce FTEôs
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ECS has developed a template based 

approach for engaging compan ies in an 

IT service assessment called a Value 

Impact Analysis or VIA.  The VIA 

analysis format is much more specific 

than anything you will find in the 

Information Technology Infrastructure 

Library -  so you know up front,  exactly 

what will be delivered on an 

engagement.  The Value Impact 

Analysis, can be performed as a full 

function IT Service assessment or in 

smaller "VIA Light" chunks, depending 

on your needs.  The primary goal of a 

VIA effort is to align IT Services wit h 

the Business and redeploy non -core 

service function savings to fund other 

strategic IT initiatives . ECS can also 

provide assitance applying more 

traditional ITIL best practice for the 

processes in the following table to 

address business requirements. 

Recently released ITIL v3 has adopted 

an integrated service  lifecycle  

approach to IT Service 

Management, in contrast to ITIL 

v2 which organized itself around 

the concepts of IT Service 

Delivery and Support. While ITIL  

v2 focused on increasing 

operational efficiencies within an 

IT Organization, ITIL  v3 builds 

upon that knowledge by focusing 

on aligning IT Services to support 

Business needs  using five core 

volumes :  

 Service Strategy  

 Service Design  

 Service Transition  

 Service Operation  

 Continual Service 

Improvement  

Through a combination of process 

improvement, tool integration and 

outsourcing where appropriate, 

ECS can help your organization  

execute against the ITIL 

framework and generate ROI . 
 

  

ITIL V3 Strategy Consulting  

Service Support Processes

(focuses on end users)

Service Delivery Processes

(focuses on customers)

Incident Management

(and Service Desk function)
Service Level Management

Problem Management Availability Management

Change Management Capacity Management

Release Management IT Financial Management

Configuration Management IT Service Continuity Management
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If you are first time buyers or looking 

to upgrade your existing Service 

Desk system, ECS can help you 

redesign Incident, Request and 

Problem management processes in 

order to generate best practice 

results -  in advance of bringing  in the 

service desk syste m vendors. Clearly 

articulating business requirements  

and setting return on investment 

goals produces superior RFP's, 

vendor selection criteria, contract 

terms and conditions and 

implementation result targets.  A best 

practice commercial Incident and 

Request Management System should 

include an End User Status Portal 

(2.0); a Service Catalog (4.0), a 

customizable Workflow Engine (3.0) 

to develop automated ticket routing 

and dispatch templates and API's that 

feed an independent executive 

dashboard (5.0) providing  operational  

SD performance results drill down.  

Integration with an incumbent 

Asset Life Cycle Management 

solution using a federated CMDB 

connector as well as Active 

Directory integration to support 

synchronization of computer host 

name, users, sites, subnets and 

organizational units (OUs) 

supporting screen pop, reduces ASA 

and call times. A Remote Control 

tool further increases 1st call 

resolve rates.  Finally, 

implementing a Self Service (9.0), 

one stop shopping cart that 

integrates with the Se rvice Desk 

workflow engine, CMDB and Service 

Catalog to support hardware, 

software and security access 

provisioning using web forms and 

wizard technology can reduce 

inbound calls significantly  ï up to a 

40% cost reduction and customer 

service improvement i s dramatic.   
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Service Desk 
Design -  What 
It Should 
Look Like:  

Incident / Request Management  

Best Practice  

SERVICE DESK  INTEGRATION  SOLUTION

Lifecycle 

Management

Suite

6.0

CMDB

8.0

Remote

Control

Active 

Directory

7.0Service 

Catalog

4.0

Workflow 

Engine

3.0

Business

End User

Service Desk

(Level 1)

1.0

Incidents/

Requests

IMACs

Status

(All Services)

Break/

Fix

(Level 2)

Ticket

Routing

Portal

2.0.

Executive 

Dashboard 

(Analytics & 

KPIôs)

5.0

1
st
 Call

Resolve

Event

Routing

Event Based

Pricing

Self

Service

9.0

Requests (HW, SW, 

Security Provsioning,Other 

IT Services)

(Self Service)

Courion 

Identity

Mngt.

10.0

IT 

Management

Telecom/

Other 

Services
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ECS elivers best practice consulting 

and execution for client facing 

Installation, Move, Add and Change 

(IMAC) requests and Break / Fix 

support. The goals of an engagement 

include:  

 Creation of standardized, 

repeatable and scalable IMAC, 

PC Refresh and Disposal 

processes using best practice  

 Creation of a standardized, 

repeatable and scalable 

"Replace / Fix" process using 

uti lizing a spares inventory 

strategy  

 Minimizing the number of 

dedicated Field Support FTE's  

 Centralizing a smaller IMAC 

and Break Fix staff through 

utilization of an Asset Life 

Cycle (ALM) tool set  

 

 Installing, fixi ng and replacing 

assets with zero or low touch  

 Incorporating end user IT 

Request processes into a 

centralized, end - to -end self 

service solution  

 Combining hardware and 

software procurement and 

receiving processes into an 

integrated fulfillment solution  

 Revamping IMAC and B/F 

pricing, KPI's and SLA's  

There are two major lead time 

components associated with 

Installation, Move, Add and Change 

processing: the Approval  /  

Procurement cycle and the IMAC cycle. 

ECS provides consulting to improve 

internal process es as well as carve out 

this function to external outsourcers.  

Regardless  of approach , to 

increase efficiency and reduce 

cost, an Asset Life Cycle 

Management solut ion must be 

leveraged including hardware  

/software discovery (19), 

automated Patch & AV Security 

Updates (15), Image 

Deployment (16), Software 

Distribution (17) and Remote 

Control (18). The re are three 

primary delivery goals  with 

increasing levels of 

sophistication : 1) ship fully 

pre -configured assets and 

complete final install ation  over 

the wire ; 2) drop ship bare 

metal units and perform the 

entire install including the OS 

over the network or; 3) deliver 

user ñappliance ò and access a 

virtual desktop running in the 

data center. Each method 

minim izes or eliminate s end 

point touch through the use of 

a cent ral command console.  

IMAC  Design -  What It Should Look Like:  

IMAC & Break/Fix Best Practice  

Altiris 

Lifecycle 

Management

Suit

6.0

CMDB

8.0

Remote

Control

Active 

Directory

7.0Service 

Catalog

4.0

Workflow 

Engine

3.0

Service Desk

(Level 1)

1.0

Incidents/

Requests

IMAC 

Processing

12.

Status

(All Services)

Portal

2.0.

Executive 

Dashboard 

(Analytics & 

KPIôs)

5.0

1
st
 Call

Resolve

Event

Routing

Self

Service

9.0

Requests (HW, SW, 

Security Provsioning,Other 

IT Services)

(Self Service)

Bausch & 

Lomb

IT Mngt.

Desktops 
Laptops
Network Printers
Multi Function Devices
Peripherals (Scanners, Cameraôs, 
PDAôs, Cell Phones, Desktop Printers, 
Monitors, other)
Software
Profile Changes
Other Services

- Asset Receiving

- Tagging

- Imaging

- Build

- Deploy

PC Refresh

Scheduling

Approvals/

Procurement

10.

Suppliers

11.

Image

Build

Deploy

16.

Staging

Areas

JIT

Printers

MFDôs

Desktops

Laptops

Peripherals

Software

Profile Changes

Software

Libraries

IMAC

Authorization

Drop

Ship

Spares
Inventory

End User

Asset 

Deployment and 

Security

Gold

Image(s)

Imaging/

Packaging 

Solution

14.

Patch &

AV Security

Updates

15.Application 

Rationalization, 

Imaging and 

Packaging

Disposal

23.

Client Mngt/ 

Discovery

19.

CENTRALIZED

IM AC
PROCESSING

Active 

Directory

7.1

Software

Distribution

17.

Remote 

Control

(Profile)

18.

Push

Install
Remote

Control
Drop Ship

Bare Metal

Install

Desktops/

Laptops

Software
Distribution 

Servers

Software
Distribution 

Servers

SERVICE DESK

SELF SERVICE

Client

Management

Console
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Break/Fix no longer requires large 

numbers of remotely deployed desk 

side personnel. Adopting a 

"Replace/Fix" strategy can further 

reduce B/F staff ing requirements 

using spares inventory. Similar to 

best practice IMAC design, to 

increase efficiency and reduce cost, 

an Asset Life Cycle Management 

solution must be leveraged. With 

tools in place, shipped or remote  

spares inventory can be used to swap 

out and re -build ma lfunctioning 

hardware and /or  software scenarios ï 

in many cases, with minimal  touch. 

Using the same tool set, IMAC and 

Break/Fix support can be merged into 

one centralized function providing 

load leveling and  

economies of scale. The same too ls 

are utilize d for Break/Fix includ ing  

Software Distribution (17), Remote 

Control (18), Image Build and 

Deploy (16). Additionaly, Hardware 

Discovery and Inventory Tracking 

(20)  and Software Discovery and 

License Tracking (21) assist triage 

and problem diagnosis. T he Service 

Desk and Workflow Engine driving 

Break / Fix or IMAC activity will feed 

an independent executive dashboard 

(5.0) providing operational 

performance results and drill down.  

 

 

 

 

 

     

Break / Fix  Design -  What It Should Look Like:  

Break / Fix Best Practice  

Asset Mngt 

Solution

6.0

CMDB

8.0

Remote

Control

Active 

Directory

7.0Service 

Catalog

4.0

Workflow 

Engine

3.0

Service Desk

(Level 1)

1.0

Incidents/

Requests

Status

(All Services)

Portal

2.0.

Executive 

Dashboard 

(Analytics & 

KPIôs)

5.0

1
st
 Call

Resolve

Event

Routing

Self

Service

9.0

Requests (HW, SW, 

Security Provsioning,Other 

IT Services)

(Self Service)

Bausch & 

Lomb

IT Mngt.

Software

Distribution

17.

Remote 

Control

(Profile)

18.

Software

Libraries

Overnight or Remote 

Spares Inventory

Dispatch Liaison or 

Deskside FTE

Remote

Control

Break / Fix

Authorization

Spares
Inventory/

Consumables

Dept 

Liaison/

Deskside 

FTE

HW 

Discovery/ 

Inventory 

Tracking

20.

Client Mngt/ 

Discovery

19.

CENTRALIZED

BREAK  / FIX

Remote 

Control

18.

Spares
Inventory

Hardware Software

Returned 

Units

ñReplace / Fixò 

Approach

Re-Image

OEM Depot 

Repair

Software
Distribution 

Servers

Push

Install

Defective

Units

Policy Decisions:

- Lock Down

- Power Management

- Roaming Profiles

- Shared Home Directory Folder(s)

- Encrypted Storage/Bkup Devices

- Optional Data Migration

Status

Problems

Known Errors

Request for Change

Triage w/ other IT/Vendor Resolver Groups

Replenish

Approvals/

Procurement

10.

Active 

Directory

7.1

Software

Distribution

17.

Software 

Discovery

License 

Tracking

21. 

Image

Build

Deploy

16.

Bare Metal 

Install

22.

End User

World Wide

SERVICE DESK

SELF SERVICE

Software
Distribution 

Servers

Client

Management

Console
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For many organizations, the number 

of desktop images maintained is 

excessive . Years of application and 

version proliferation along with 

multiple operating system 

deployments have been 

accommodated by creation of 

departmental images and manual 

install processes. While streamlining 

the imaging and packaging process 

may provide the greatest financial 

benefit to the organization, the cost 

and lead time to fix the problem is 

high. Three primar y initiatives are 

required to reach the objective of a 

single "Gold Image" and bare metal 

deployment: Application 

Rationalization, Imaging and 

Packaging . 

 

Application Rationalization is the 

processes of reducing the absolute 

number and versioning of curren tly 

deployed applications to determine 

the subset that must be packaged for 

the target OS environment. In 

addition to minimizing packaging 

cost, application reduction reduces 

overall complexity and application 

license cost. Application 

rationalization asso ciates application 

profiles to organizational units, 

ultimately allowing Active Directory 

to drive subsequent layering of 

packaged application installs over the 

base (Gold) image. Application 

configuration detail is also collected 

during this initiative to  provide 

packaging direction  and resolve 

conflicts .  

 

 

 

 

 

Image architecture and design 

results in the creation of a 

standardized, hardware - independent 

base image that supports a bare 

metal install process. The base 

image includes all standard, 

corporate wide components 

including a fully configured and 

locked down target OS, remote 

access solution, security solution, 

discovery, patch, software 

distribution and remote control 

solution, virtualization solution, and 

common office productivity solution.  

 

Packa ging prepares applications for 

zero touch deployment using 

Windows Installer. A structured 

approach for preparing applications, 

resolving OS and environment 

conflicts and enforcing corporate 

standards can reduce deployment 

time up to 50% and reduce support  

costs hundreds of dollars per PC 

each year.  

 

These three initiatives  are necessary 

to architect the target PC Stack 

including the requisite drivers, 

Policy, Business Applications and 

Data components that are layered 

on top of the base image during a 

zero touch deployment process. ECS 

can improve utilization of existing 

tools, help select new tools and 

address the myriad of design and 

configuration considerations that 

must be addressed during the 

design process as illustrated in the 

following table:  

Application Rationalization, Imaging and  

Packaging Best Practice  
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Once the PC Stack is architected, cost 

reduction is enhanced through 

deployment and management of 

desktops, notebooks, and thin clients 

by remotely installing software from 

a centralized console environment. 

The solution should include Zero 

Touch OS deploy ment and 

configuration, PC "personality" 

migration, and software deployment 

across hardware platforms and OS 

types. A centralized deployment 

solution helps reduce end -user 

downtime by automating the 

deployment process and increases IT 

efficiency through ze ro touch 

processes that are automated and 

repeatable. The deployment solution 

allows centralized installation and 

configuration of department specific 

software as well as the migration of  

 

user - specific data and settings to 

new computers.  

 

IT policies such as Roaming Profiles, 

Shared Home Directory Folders and 

Encrypted Storage Devices for end 

user data backup must be developed 

in concert to complete the new 

target environment.  

 

This architecture supports Desktop 

Virtualization which should be 

evaluated to further reduce the Total 

Cost of Ownership of the desktop 

environment. Virtualization can 

provide significant hardware saves 

for applicable business functions but 

does little to reduce labor or 

software costs without sophisticated, 

centralized managemen t tools.  

 

Application Rationalization, Imaging  

and Packaging Best Practice  Cont.  

Image  
Design -  
What It 
Should 

Look 

Like:  

Virtualized Desktop

Virtualization Server

MSI Packaged Applications

Native OS/Active Directory

OS Feature Configuration/Lock down

OEM hardware drivers

Microsoft Office Productivity Software, 
Email, Browser
Other?

Presentation Virtualization Solution

Application Virtualization Solution

Desktop Virtualization Solution

Patch Deployment Solution

McAfee Security Management

Remote Access Client

Operating System: XP, Vista, Windows
2007

MSI Packaged Applications

Native OS/Active Directory

OS Feature Configuration/Lock down

OEM hardware drivers

Microsoft Office Productivity Software, 
Email, Browser
Other?

Presentation Virtualization Solution

Application Virtualization Solution

Desktop Virtualization Solution

Patch Deployment Solution

McAfee Security Management

Remote Access Client

Operating System: XP, Vista, Windows
2007

                                                       How it Will Look

Best Practice

PC Stack Layer

Image, Build, Deployment 

Technology Examples

PC Layer Component - Traditional 

Deployment Model

PC Layer Component - Virtual Desktop 

Deployment Model
Project Design / Configuration Considerations

Data

Active Directory

Roaming Profiles

PC "Personality" Migration

Encrypted personal storage 

(backup) device Lock Down

Profile, Favorites etc

Shared Home Directory

Email: local PST's, share, other

Personal file backup policy 

* Determine feasibility of using Roaming Profiles to 

enable clients to utilize any network connected PC and 

retain familiar desktop environment

* Determine feasibility of using scripted drive mapping by 

department

* Print queue setup

Business 

Applications

Acresso Admin Studio

Wise Package Studio, 

Installation Studio

MSI

Altiris Deployment Solution

Altiris Client

MSI Packaged Applications

Evaluate Application Rationalization Effort to drive 

Application Packaging an automating install processes

Determine Application License Management strategy and 

processes

Policy Domain Controllers
Native OS/Active Directory

OS Feature Configuration / Lock down

* Leverage AD centralized desktop management 

capabilities

* Evaluate approach: enable all features in the base OS 

installation, but disable via policy to achieve target lock 

down or hybrid

* Develop feature matrix

Drivers Scripting solution, WinPE OEM hardware drivers
Determine OEM equipment driver management strategy 

and processes

Gold Image (Core)

Ghost

Microsoft Deployment Toolkit 

(MDT)

Sysprep

Microsoft Office Productivity Software, 

Email, Browser

Other?

Select / pilot imaging technology solution

Determine Office Productivity strategy and processes

Presentation Virtualization Solution

Application Virtualization Solution

Desktop Virtualization Solution

Determine Virtualization strategy,  appliance options, 

processes and infrastructure costs

Patch Deployment
Determine Patch management strategy and processes 

including non Microsoft requirements

Security Management Determine Virus, Malware,  SPAM strategy and processes

Remote Access Client
Determine mobile workforce management strategy and 

processes

Operating System: XP, Vista, Windows 

2007?

Select target OS(s)

Develop feature matrix
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Asset Life Cycle Management (ALM) 

is all about taking control of tracking, 

ownership and  assignment of IT 

Assets, from the initial request 

through retirement and disposal. 

Understanding what you own, where 

it is, and how much it is costing you 

provides the context for continuous 

improvement, cost reduction and 

regulatory and security complian ce. 

The same tools that automate and 

centralize Service Desk, IMAC and 

Break/Fix processes also provide best 

practice asset accounting.  ECS 

provides deep IT Asset Management 

consulting. IT Asset management in 

many IT shops is not only archaic, it's 

a serio us fiduciary risk that many 

shops purposely back burner -  until 

there is an audit. There may be an 

enterprise level Asset Management 

solution in place, but processes  

around care and feeding of the 

systems may be so bad that the 

data is unreliable and shri nkage 

goes undetected. Asset Management 

is more than inventory control. 

Modern asset systems manage the 

life cycle of company owned or 

leased hardware and software assets 

to ensure fiscal accountability, audit 

compliance and cost efficient 

operations. ECS can evaluate your 

existing processes and tools, 

streamline current asset 

management practices, develop new 

designs and controls and assist 

solution implementation.  The three 

major focuse are as are:  

 Inventory Asset Management  

 Software Discovery and 

License Tracking  

 Usage Monitoring  

 

 

Tracking must incorporate the full 

life cycle of an asset from goods 

receipt (pre -discovery) to disposal. 

Inventory reporting including 

goods receipt, in stock, spares 

(new and reallocated), deployed 

(with aging) and disposed assets 

must be tracked by location. Even 

using an automated discovery tool, 

periodic physical inventory of stock 

locations should be con ducted to 

verify record accuracy and 

minimize shrinkage. Software 

discovery allows central ized 

management of the installed base 

which can then be verified against 

proof of purchase, procurement 

records, supplier data bases and 

enterprise agreements for 

comprehensive reconciliation. 

Built - in notification policies help 

avoid costly penalties by 

automatically notifying appropriate 

personnel about exceeded 

software licensing thresholds and 

violated service level agreements.  

ALM Design -  What It Should Look Like:  

Asset Life Cycle Management  

Best Practice  

Altiris 

Lifecycle 

Management

Suit

6.0

CMDB

8.0

Remote

Control

Active 

Directory

7.0Service 

Catalog

4.0

Workflow 

Engine

3.0

Service Desk

(Level 1)

1.0

Incidents/

Requests

IMAC 

Processing

12.

Status

(All Services)

Portal

2.0.

Executive 

Dashboard 

(Analytics & 

KPIôs)

5.0

1
st
 Call

Resolve

Event

Routing

Self

Service

9.0

Requests (HW, SW, 

Security Provsioning,Other 

IT Services)

(Self Service)

Bausch & 

Lomb

IT Mngt.

Desktops 
Laptops
Network Printers
Multi Function Devices
Peripherals (Scanners, Cameraôs, 
PDAôs, Cell Phones, Desktop Printers, 
Monitors, other)
Software
Profile Changes
Other Services

- Asset Receiving

- Tagging

- Imaging

- Build

- Deploy

PC Refresh

Scheduling

Approvals/

Procurement

10.

Suppliers

11.

Image

Build

Deploy

16.

Staging

Areas

JIT

Printers

MFDôs

Desktops

Laptops

Peripherals

Software

Profile Changes

Software

Libraries

IMAC

Authorization

Drop

Ship

Spares
Inventory

End User

World Wide

Asset 

Deployment and 

Security

Gold

Image(s)

Imaging/

Packaging 

Solution

14.

Patch &

AV Security

Updates

15.

Application 

Rationalization, 

Imaging and 

Packaging

Disposal

23.

Client Mngt/ 

Discovery

19.

Active 

Directory

7.1

Software

Distribution

17.

Remote 

Control

(Profile)

18.

Push

Install
Remote

Control
Drop Ship

Bare Metal

Install

Desktops/

Laptops

Software
Distribution 

Servers

Software
Distribution 

Servers

SERVICE DESK

SELF SERVICE

Centralized 

IMAC & B/F 

Processing

Software 

Discovery

License 

Tracking

21. 

Usage 

Monitoring

22.

HW 

Discovery/ 

Inventory 

Tracking

20.

ASSET LIFE CYCLE

M ANAGEM ENT

Client

Management

Console

Client

Management

Console
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 ECS provides IT Security Consulting, 

specifically targeting IT Security 

Access Provisioning using an Identity 

Management System to deploy Roles 

Based Security Management (RBSM). 

Security entitlement management is 

the No. 1 sore spot in most IT 

organizations. Does the following 

description sound familiar? "User 

interfaces are out of date, poor 

manual workflows contribute to audit 

deficiencies and chronic security 

access request backlogs result in 

frequent expediting and customer 

dissatisfaction. Specific issues  include 

excessive lead time to achieve 

management and data owner 

approvals for security requests, lack  

 

of a centralized user access "roles" 

repository, overly labor intensive 

security request provisioning, lack of 

integration with existing 

infrastructure and inability to 

support IT request self service."  End 

user access provisioning is an 

absolute necessity, but from an ITIL 

perspective, it's just another IT 

service. ECS provides security 

consulting based on hands on 

experience implementing Roles 

Based Security Management 

(RBSM). Our specialty is integration 

with Self Service solutions -  so end 

users can benefit from one stop 

shopping, for all assets and services 

provided by IT.  

 

Security 
Provisioning  

Design  -  What 
It Should Look 

Like:  

ROLES BASED  SECURITY M ANAGEM ENT WITH  INTEGRATED  
SELF SERVICE AND  TARGET SYSTEM  CONNECTORS

ALM

Suite

6.0

Other

Remote

Control

Active 

Directory

7.0Service 

Catalog

4.0

Workflow 

Engine

3.0

End User

Service

Desk Incident 

Management 

Solution

Incidents/

Requests

IMACs

Status

(All Services)

Break/

Fix

(Level 2)

Ticket

Routing

Portal

2.0.

Executive 

Dashboard 

(Analytics & 

KPIôs)

5.0

1
st
 Call

Resolve

Request

Routing

Self

Service

9.0

Requests (HW, SW, 

Security Provsioning,Other 

IT Services)

(Self Service)

Identity

Management 

Solution

IT 

Management

Event Based Security 

Requests

Security Request 

Status

Employee

Data

Exchange

Active 

Directory

SAP

Auto

Provisioning 

Connectors

CMDB

8.0

Application

Access

Security Management Best Practice  


